
Safe smartphone use for property managers 
 
Mobile technology is moving into a multi-unit residential building near you. Here's what you 
need to know to help you use smartphones safely. 
  
 

 

Nowadays it’s simple to manage your bank account on your phone, pay bills, check email, place orders, and so much more 
from the palm of your hand. But it wasn’t always like that. Communication has evolved over the years. Fifty years ago if you 
wanted to communicate in writing, you sent a letter. Then email was introduced, making communication faster and more 
efficient. Even more recently, text messaging became the big thing. Now you can take your pick. You can send someone a 
quick text, Tweet a quick message, send an update to 500 of your closest friends via Facebook, and communicate with 
specialized groups through countless Smartphone apps. Those apps can target just about anything under the sun, and 
they’re becoming very popular for businesses. Whether you want to communicate with clients, advertise, or provide 
convenient services, "there’s an app for that." There are even numerous apps for property managers to connect with 
residents and vendors on their smartphones. This new and growing development can benefit both sides of the property 
management relationship. 
  
Why would a property manager choose this modern way of communicating with clients? Smartphones have become more 
and more popular in recent years. By using a mobile app to help manage properties, a property manager can communicate 
quickly and easily with residents, employees, vendors and building owners. They can also market and manage properties 
and post announcements for recipients to read immediately. Residents can even pay their rent on a mobile device in the 
same easy way they would pay their phone bill. Twenty, even 10, years ago, a property manager might mail residents a 
notice or call their home phone to leave a message with an announcement. Now all they have to do is download an app to 
facilitate fast, efficient communication. 
  
The positives are pretty clear. Fast, easy communication can save both property manager and those they interact with time 
and money. Providing things online like payment options and rental applications make finding an apartment faster and far 
more convenient for potential residents and therefore more appealing. The use of apps by property managers is becoming 
increasingly popular, and there is likely an app out there to meet most any need. 
  
Of course, nothing is perfect. There are drawbacks to using technology so heavily. Security is a major potential negative. An 
obvious and simple remedy to improve security is to protect your mobile device with a password, like you would lock your 
car door when you leave it in a parking lot. But a crafty criminal can still get into your car by breaking a window or using 
illegal tools. Similarly, someone can get into your mobile device with a little trickery. Download reputable apps that you can 
trust. There are apps out there to help you track your phone in the event that it’s stolen, too. When you use Wi-Fi hot spots 
like the ones at your favorite coffee shop, avoid entering important passwords or information. If you conduct any 
commercial banking via your mobile devices, it’s smart not to auto-save your user and password information, just in case it 
falls into the wrong hands. 
  
Many insurers now offer cyber risk insurance. That can include cyber liability coverage for damages to others because of 
actions or negligence that is determined to be your fault. It can also include costs you have to incur because of damage to 
your systems or finances due to cyber theft, attacks or failures. Property managers need to protect their business, 
employees, residents, and vendors, so a comprehensive cyber risk suite of insurance should be considered. Data loss and 
recovery can be very expensive, and if legal fees and damages ensue, the price tag can be exorbitant. Don’t get caught 
unprotected from cyber-related losses.  Be sure to consult with your insurance advisor to be sure you have the right 
protection for you and your business. 
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